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Phishing Attacks! Identity Theft! Email Scams! The threat of computer crime or cyber attack is incredibly serious 

and growing. Cyber intrusions are becoming more commonplace and extremely sophisticated. Colleges and 

universities are targeted for their cutting-edge research and development, citizens are targeted by fraudsters 

and identity thieves, and children are targeted by online predators. Some attacks take down vital systems, 

disrupting and sometimes disabling the work of hospitals, banks, and 9-1-1 services around the country.   

Billions of dollars are lost every year repairing systems hit by such attacks. Who is behind such attacks? It runs 

the gamut — from rings of criminals wanting to steal your personal information and sell it on black markets 

to computer geeks looking for bragging rights to spies and terrorists looking to rob our nation of vital         

information or launch cyber strikes. 

The following are five ways to spot phishing attacks:  

1) The email asks you to confirm personal information 

Often an email will arrive in your inbox that looks very authentic. Keep an 

eye out for emails requesting you to confirm personal information that you 

would never usually provide, such as banking detail or login credentials.  

2) The web and email addresses do not look genuine 

It is often the case that a phishing email will come from an address that appears to be genuine, but take a 

moment to actually examine the email address. Malicious links can also be concealed within the body of 

email text. Before clicking on links, hover over and inspect each one first.  

3) The email is poorly written 

Read the email and check for spelling and grammatical mistakes, as well as strange or odd phrases. If you 

have received an unexpected email from a company, and it is riddled with mistakes, this can be a strong   

indicator it is actually a phish. 

4) There is a suspicious attachment 

If you receive an unexpected email from a company that contains an attachment, alarm bells should ring. The 

attachment could install a virus or malware on your PC or network. It is always a good practice to scan it first 

using anti virus software. 

5) The message is designed to make you panic 

It is common for phishing emails to instill panic in the recipient. Ensure that you take the time to really think 

about whether an email is asking something reasonable of you. When in doubt, throw it out! Even when you 

know the source, if something looks suspicious, delete it.  

      PHISHING & CYBER ATTACKS 



                                                                            Crafton Hills College   

Case # Reported Criminal Offense/Calls for Service Location Date (s) Time (s) Disposition

3/1/23 No Incidents To Report 3/1/23

3/2/23 No Incidents To Report 3/2/23

3/3/23 Welfare Check Lot D 3/3/23 3:27pm Unable To Locate

3/4/23 No Incidents To Report 3/4/23

3/5/23 No Incidents To Report 3/5/23

3/6/23 No Incidents To Report 3/6/23

523-0106 3/7/23 Vandalism PSAH 3/7/23 8:26am Report Taken

3/8/23 No Incidents To Report 3/8/23

3/9/23 No Incidents To Report 3/9/23

3/10/23 Vehicle Check Lot C 3/10/23 11:27pm Driver Advised 

523-0118 3/10/23 Vandalism Lot C 3/10/23 11:45pm Report Taken

3/11/23 No Incidents To Report 3/11/23

3/12/32 No Incidents To Report 3/12/23

523-0119 3/13/23 Vandalism KHA 3/13/23 7:00pm Report Taken

3/14/23 Vehicle Check Lot J 3/14/23 11:12am Necessary Action Taken

3/15/23 No Incidents To Report 3/15/23

3/16/23 Suspicious Person Campus Drive/16th St 3/16/23 11:14pm Subject Advised

3/17/23 No Incidents To Report 3/17/23

3/18/23 No Incidents To Report 3/18/23

3/19/23 No Incidents To Report 3/19/23

3/20/23 No Incidents To Report 3/20/23

3/21/23 No Incidents To Report 3/21/23

523-0133 3/22/23 Suspicious Person CCR 3/22/23 8:13am Subject Arrested 

523-0134 3/22/23 Incident Lot B 3/22/23 10:11am Report Taken

3/23/23 No Incidents To Report 3/23/23

3/24/23 No Incidents To Report 3/24/23

3/25/23 No Incidents To Report 3/25/23

3/26/23 Pedestrian Check Canyon Hall 3/26/23 1:06pm Subject Advised

523-0140 3/27/23 Vandalism Trail Head 3/27/23 11:09am Report Taken

3/28/23 No Incidents To Report 3/28/23

3/29/23 Vehicle Check Lot 5 3/29/23 10:37am Driver Advised 

523-0152 3/29/23 Medical Aid Canyon Hall 3/29/23 7:20pm Report Taken

3/30/23 No Incidents To Report 3/30/23

523-0159 3/31/23 Vandalism Lot L 3/31/23 11:49am Report Taken



District 

Case # Reported Criminal Offense/Calls for Service Location Date (s) Time (s) Disposition

3/1/23 No Incidents To Report 3/1/23

3/2/23 No Incidents To Report 3/2/23

3/3/23 No Incidents To Report 3/3/23

3/4/23 No Incidents To Report 3/4/23

3/5/23 No Incidents To Report 3/5/23

3/6/23 No Incidents To Report 3/6/23

3/7/23 No Incidents To Report 3/7/23

3/8/23 No Incidents To Report 3/8/23

3/9/23 No Incidents To Report 3/9/23

3/10/23 No Incidents To Report 3/10/23

3/11/23 No Incidents To Report 3/11/23

3/12/23 No Incidents To Report 3/12/23

3/13/23 No Incidents To Report 3/13/23

3/14/23 No Incidents To Report 3/14/23

3/15/23 No Incidents To Report 3/15/23

3/16/23 No Incidents To Report 3/16/23

3/17/23 No Incidents To Report 3/17/23

3/18/23 No Incidents To Report 3/18/23

3/19/23 No Incidents To Report 3/19/23

3/20/23 Suspicious Subject 124 S Del Rosa 3/20/23 6:28pm Gone On Arrival 

3/21/23 No Incidents To Report 3/21/23

3/22/23 No Incidents To Report 3/22/23

3/23/23 No Incidents To Report 3/23/23

3/24/23 No Incidents To Report 3/24/23

3/25/23 No Incidents To Report 3/25/23

3/26/23 No Incidents To Report 3/26/23

3/27/23 No Incidents To Report 3/27/23

523-0144 3/28/23 Disturbing The Peace 1888 E Highland 3/28/23 12:13pm Report Taken 

523-0147 3/29/23 Trespassing 1888 E Highland 3/29/23 12:41am Subject Arrested 

523-0153 3/29/23 Suspicious Circumstance 1888 E Highland 3/29/23 8:25pm Subject Arrested 

3/30/23 No Incidents To Report 3/30/23

523-0160 3/31/23 Fire Report 1888 E Highland 3/31/23 8:43pm Report Taken 



San Bernardino Valley College 

Case # Reported Criminal Offense/Calls for Service Location Date (s) Time (s) Disposition

523-0097 3/1/23 Suspicious Person North Hall 3/1/23 6:23am Citation Issued

3/1/23 Welfare Check Library 3/1/23 9:57am Necessary Action Taken 

3/1/23 Traffic Stop Lot 4 3/1/23 10:00pm Driver Advised 

3/2/23 Pedestrian Check Lot 3 3/2/23 12:22am Subject Advised

3/2/23 Vehicle Check Lot 1 3/2/23 10:07am Citation Issued

523-0100 3/2/23 Incident Lot 11 3/2/23 7:20pm Report Taken 

523-0101 3/3/23 Incident Esperanza/Mt.Vernon 3/3/23 3:27pm Report Taken 

3/4/23 Assisted Other Agency K St./Oak St 3/4/23 1:12pm Necessary Action Taken 

3/4/23 Traffic Stop Lot 4 3/4/23 1:45pm Necessary Action Taken 

3/5/23 No Incidents to Report 3/5/23

523-0103 3/6/23 Disturbing The Peace/Verbal Campus Center 3/6/23 1:04pm Subject Arrested 

3/6/23 Suspicious Person Bookstore 3/6/23 3:10pm Gone On Arrival 

3/6/23 Suspicious Circumstance Lot 1 3/6/23 5:53pm Unable To Locate 

3/7/23 Suspicious Person North Hall 3/7/23 1:46pm Necessary Action Taken 

3/7/23 Suspicious Person Admin 3/7/23 2:05pm Unable To Locate 

523-0107 3/7/23 Incident Computer Services 3/7/23 2:56pm Report Taken 

523-0108 3/7/23 Medical Aid HLS 3/7/23 4:57pm Report Taken 

3/7/23 Vehicle Check Lot 8 3/7/23 7:35pm Necessary Action Taken 

3/7/23 Traffic Stop K St./Hazel Ave 3/7/23 8:11pm Driver Advised 

3/8/23 Pedestrian Check Lot 11 3/8/23 9:22am Subject Advised

3/8/23 Incident Physical Science 3/8/23 10:50am Subject Advised

3/8/23 Traffic Stop Esperanza/Mt.Vernon 3/8/23 11:31am Driver Advised

3/8/23 Disturbing The Peace/Verbal Admin 3/8/23 11:33am Subject Advised

523-0110 3/8/23 Suspicious Person Physical Science 3/8/23 1:37pm Report Taken 

523-0111 3/8/23 Pedestrian Check Library 3/8/23 3:00pm Report Taken 

523-0112 3/8/23 Incident HLS 3/8/23 5:44pm Report Taken 

3/8/23 Pedestrian Check Greek Theatre 3/8/23 11:32pm Subject Advised

523-0115 3/9/23 Pedestrian Check Lot 3 3/9/23 10:47am Citation Issued

523-0116 3/9/23 Suspicious Circumstance Greek Theatre 3/9/23 6:19pm Subject Arrested 

3/10/23 Suspicious Circumstance Lot 1 3/10/23 7:59am Unable To Locate 

523-0117 3/10/23 Vehicle Tampering Lot 3 3/10/23 11:43am Report Taken 

3/11/23 No Incidents to Report 3/11/23

3/12/23 No Incidents to Report 3/12/23

3/13/23 No Incidents to Report 3/13/23

3/14/23 Assisted Other Agency Central Ave/Benedict 3/14/23 1:43pm Necessary Action Taken 

523-0123 3/14/23 Battery Gym 3/14/23 2:43pm Subject Arrested 

3/14/23 Assisted Other Agency Grant/Holly Ave 3/14/23 4:26pm Necessary Action Taken 

523-0124 3/15/23 Welfare Check Admin 3/15/23 10:05am Subject Arrested 



San Bernardino Valley College 

Case # Reported Criminal Offense/Calls for Service Location Date (s) Time (s) Disposition

3/15/23 Traffic Stop Grant/J Street 3/15/23 5:23pm Driver Cited 

523-0126 3/16/23 Incident Admin 3/16/23 9:10am Report Taken 

3/16/23 Traffic Stop Grant/Fairview 3/16/23 12:55pm Driver Cited 

3/17/23 Traffic Stop Middle College 3/17/23 8:47am Driver Advised 

3/18/23 No Incidents to Report 3/18/23

3/19/23 No Incidents to Report 3/19/23

3/20/23 No Incidents to Report 3/20/23

3/21/23 Suspicious Person Fairview/Monterey Ave 3/21/23 8:33am Necessary Action Taken 

3/21/23 Vehicle Check Gym 3/21/23 11:14am Necessary Action Taken 

523-0131 3/21/23 Incident Campus Center 3/21/23 4:26pm Report Taken 

523-0135 3/22/23 Threat Assessment Station 3/22/23 10:51am Report Taken 

3/22/23 Traffic Stop Lot 7 3/22/23 4:27pm Driver Advised 

3/22/23 Traffic Stop 799 Baseline St. 3/22/23 4:58pm Driver Advised 

3/23/23 Pedestrian Check Police Station 3/23/23 1:48pm Subject Advised

3/24/23 No Incidents to Report 3/24/23

523-0136 3/25/23 Vandalism Admin 3/25/23 8:14am Report Taken 

523-0138 3/25/23 Pedestrian Check Auditorium 3/25/23 4:44pm Subject Advised

3/26/23 No Incidents to Report 3/26/23

523-0139 3/27/23 Vandalism CDC 3/27/23 10:01am Report Taken 

523-0141 3/27/23 Vandalism 1010 E Grant 3/27/23 1:20pm Report Taken 

523-0142 3/27/23 Suspicious Person Liberal Arts 3/27/23 3:56pm Report Taken 

3/27/23 Assisted Other Agency Mt Vernon/Esperanza 3/27/23 10:26pm Necessary Action Taken 

3/28/23 Trespassing Admin 3/28/23 7:37am Subject Advised

3/28/23 Suspicious Person Liberal Arts 3/28/23 8:43pm Gone On Arrival 

523-0149 3/29/23 Vandalism Library 3/29/23 1:00pm Report Taken 

3/29/23 Traffic Stop Grant/Mt Vernon 3/29/23 3:55pm Driver Advised 

523-0151 3/29/23 Grand Theft Computer Services 3/29/23 4:05pm Report Taken 

3/29/23 Pedestrian Check Gym 3/29/23 4:49pm Subject Advised

523-0155 3/30/23 Threat Assessment Station 3/30/23 2:02pm Report Taken 

523-0156 3/30/23 Traffic Stop Grant/Fairview 3/30/23 2:27pm Driver Cited 

523-0158 3/31/23 Indecent Exposure K St./ Hazel 3/31/23 9:26am Subject Arrested 
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